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The Wegman-Johnson design is similar to the Kress and Zimmerman designs in that it is a two-prime
S-Box design, but with a twist. The 2-bit (rather than 4) state index is split into two sub indices, X
and Y, and the variable middle bit is two-bit, 4-bit, or 8-bit. For example, if the middle bit is a 4-bit
variable, the S-Box input bits can be selected from the 4-bit range {00, 01, 11, 10}. Each of the two
primes has 2 states for the first half of the block and the second has the states reversed. The smooth
variation of the shift is similar to that of the Zimmerman design, except that at the beginning of the
first half of the block, the first input bit to the S-Box is the X bit, but after that, it's the Y bit. Each
prime's X and Y bits are used to adjust the output bits which are 2, 3, and 4 bits wide. The most
significant bit of the X bit is the most significant bit of the output, and the most significant bit of the
Y bit is the least significant bit of the output. The Wegman-Johnson design was published at the NBS
Cryptography workshop in 2000. AES-Rijndael was also adopted as a NIST standard in 2003 and
designated FIPS-201 . Like the NIST National Defense Standard (NDS), it took years (or in the case of
NDS, it was about a decade) for FIPS-201 to take shape. One way to create a hash function is to
create a special kind of function, called a cryptographic hash function, that automatically gives a one-
way transformation from any variable-length data stream to a fixed-length output. These hash
functions were originally designed for the purpose of verifying that an electronic message, whether it
contains text, numbers, or executable code, has not been altered since it was digitally signed.
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